Internet Policy

Internet and IT services available to members at The Brew are supplied by third parties.

We would like to make clear that under the GDPR, The Brew is neither a data controller nor
a data processor in regards to the provision of internet services in its co-working spaces.
Any obligations are fulfilled by our third party suppliers only. However, we conduct a robust
approach to choosing our suppliers and ensuring that the services they provide are not only
GDPR compliant, but offer you the high quality security and experience that you expect from
The Brew.

As with all aspects of The Brew’s compliance of GDPR, if you have any questions, please
contact Justina Cruickshank, who is our designated Data Protection Officer, at
justina@thebrew.co.uk

Following consultation with our suppliers, please find below our statement on the
internet provision at The Brew.

We would like to re-assure you and confirm that our suppliers collect and store data in a
secure and compliant manner. Personal information is only collected for the purposes of
fulfilling their legal and fiduciary duties. This data is stored in systems where access is
restricted to the smallest set required to fulfil job roles. Data is not stored for any other
purpose.

Your network connection from our suppliers — is just that. It is unfiltered and unmanaged,
they do not store any data that you send or receive through the system. At most, they may
count the number of packets sent by some of you, for a short period of time.

Please note that this is their current policy — the law does not require them to store more
than this — but we feel it prudent to explain that this could happen at some point — and if it
were to occur, our suppliers would be required to comply — without necessarily informing
you. In this case — only the legal law enforcing entity would have access to that data.

Your business is entirely responsible for ensuring the security and integrity of the data you
store and use on your computer, and as such we recommend, at a minimum, that you have
installed sufficient anti-virus and firewall software for your devices.

Whilst our suppliers take network security seriously and we have managed FortiGate routers
with firewalls — and they make some efforts to protect you, by monitoring and filtering some
traffic, they or we cannot take responsibility for your company’s network security within its
standard service offering.

If you are not already on your own VLAN, then there is no mechanism that we employ to
protect your computers from those of other community members. It is your responsibility to
ensure that your devices are properly protected by their own firewalls and threat reduction
mechanisms.
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We can assist in setting you up with your own partitioned VLAN network or an additional
level of security — please don’t hesitate to contact a Community Manager at The Brew to
discuss your requirements.

We encourage you to seek professional guidance on the requirements that the GDPR may
place on your business and ensure your business is compliant, both from a procedural
perspective and from an electronic perspective.

Please read if you have a VLAN network

This information is only relevant if your company has a VLAN network with us. As well as the
above statement, whilst you have a separate VLAN within the co-working space, your
network could be openly accessible by anyone that can plug into your network points, and
this means someone that can access the same network ports that you use (which includes
unused ports on your network switch).

We would like to highlight that this is an unlikely event as it would involve someone doing
this whilst one of your devices was on and plugged into a port. As we’re not in the habit of
living real-life espionage stories, there are all sorts of unlikely scenarios that would have to
occur for that to happen, but for the purposes of transparency, we are making you aware of
this.

Lastly, all of your devices should be properly maintained by an IT Service company, to
ensure they are not hacked. If you would like more information about the management and
maintenance of your network or would like an additional level of security — please don’t
hesitate to contact a Community Manager at The Brew to discuss your requirements.



